NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'OJAOM MOJIOJACKHN B MHTCPHCETC CTAHOBUTBLCA 6OJILIJ_IG, a IIKOJBbHUKKW OAHH H3
caMbIX aKTHBHBIX IOJb30BaTenel Pynera. Mexkay TeMm, MOMHMO OIPOMHOTO KOJHWYECTBa
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HAaXOJHUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOIl SBIISICTCS CIIOCOOHOCTh K pa3MHOXKEHHIO0. B pomoiHeHue K 3TOMY,
BUPYCbl MOTYT IOBpPEAMTb MJM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl UM JaHHBIE,
MOJIKOHTPOJIbHBIE [T0JIB30BATENI0, OT UMEHHM KOTOPOro Oblia 3allylleHa 3apaxeHHasl IporpaMmma,
a TaKXe MOBPEIUTb WIM JIa)Ke YHUUYTOKUTh OINEPALMOHHYIO CHUCTEMY CO BceMH (ailmamu B
1esnoM. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChI U€PE3 UHTEPHET.

MeToapl 3alIUTHI OT BPCOAOHOCHBIX ITpOTIpaMM:

1. HUcnonp3yil cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBbIN YPOBEHB
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. llocrossHHO ycTaHaBiMBail mautu (UM(POBBIE 3aIJIATKU, KOTOpPbIE aBTOMAaTUYECKHU
YCTAQHABJIMBAIOTCA C ILEJbI0 JOpabOTKM MporpaMmbl) M Jpyrue OOHOBJIEHUS CBOEH
omnepanroHHoN cucteMbl. CkauuBail UX TOJIBKO ¢ opuIMaibHOro caita paspadorunka OC. Ecnu
CYIIECTBYET PEXHUM aBTOMAaTHUYECKOT0 OOHOBJIEHUS, BKJIIOUH €T0;

3. Paboraif Ha cBOeM KOMITIBIOTEpE I10J ITpaBaMH ITOJH30BATEls, a HE aJMHHUCTPATOPA.
DTO HE TMO3BOJMUT OOJBUIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAUTUPOBAaThCI HA TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIC MPOAYKTHI M3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3HUYECKH JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcnonb3yii BHeIIHWE HOCUTENU MH(OpMalnuu, Takue Kak Quienika, JUCK Wi ¢daiin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (DaliiIbl, TOTyUYEHHBIE U3 HEHA/IEAKHBIX UCTOYHHUKOB. Jlaxe
Te (aiibl, KOTOpBIE MPUCIIAT TBOM 3HAKOMBIN. Jlydile yTOYHM y HEro, OTIpaBJIsI I OH Te0e uX.

Ceru WI-FI

Wi-Fi - 310 He B mepenaun TaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 romy Hupaepmanackas kommnaHus 3apeructpupoBana Opern "WECA", dro o6o3Havano
coBocouetanue "Wireless Fidelity", koropsiii mepeBoanTcs kKak "GecnpoBOAHAS TOYHOCTB'.

Jlo Hamero BpeMeHHM JollIa Jpyras abOpeBuaTypa, KOTOpas SBISETCS TaKoOW ke
TexHoJoruei. Oro abopesuatypa "Wi-Fi". Takoe Ha3BaHHE OBUIO JaHO C HAMEKOM Ha CTaHIApPT
BBICIIIEH 3ByKOBOM TeXHUKHU Hi-Fi, uTo B epeBo/ie 03Ha4yaeT "BbICOKas TOYHOCTH'.



Ja, OecrlaTHBI HMHTEPHET-IOCTYH B Kade, OTEeNsX M a’pornoprax SBISETCS OTINYHOM
BO3MOXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOIHE 3KCIepThI CUUTAIOT, YTO oduenoctynubie Wi-
Fi cetn He sBisItOTCS GE30MIACHBIMMU.

Cogertsl 110 6e30macHoCTH paboThl B 00meaocTymHbix cetsx Wi-fi:

1. He mnepemaBaii cBoro JmuHyo uHpOpMaimioo dbepe3 odOmenoctynubie Wi-Fi ceru.
Pabotast B HUX, XKeJIaTeJIbHO HE BBOAUTH HAPOJIU JJOCTYIIA, JIOTHHBI M KaKUe-TO HOMeEpa;

2. VUcnonp3yih u OOHOBISI aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thl
obe3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3zoBanun Wi-Fi orkmoun ¢yskiuo "OOmmii moctyn K Qaiinam u
npuHtepam". JlanHas (yHKUMS 3aKphITa MO YMOJYaHHIO, OJHAKO HEKOTOPBIE MOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa MCIOIb30BaHus B pabote wim y4eoe;

4. He ucnonb3yit nyonuunsii WI-FI ans mepemaum JUYHBIX JaHHBIX, HalpUMep Ui
BBIXO/Ia B COIIMAIILHBIC CETH WIH B AJICKTPOHHYIO TTOUTY;

5. Mcnonb3yii Tonpko 3amuiieHHoe coeauHenue uepe3 HTTPS, a e HTTP, t.e. mpu
Habope BeO-aapeca BBoau umenHo "https://*;

6. B MmobouisHOM Tenedone otkmoun Gyuknuio "Tloakmodenue k Wi-Fi aBromatiuecku".
He nomyckait aBToMaTr4deckoro noAkito4YeHus ycrpoiictsa k cersm Wi-Fi 6e3 TBoero cormnacwusi.

CoumnajbHble ceTH

ConuanpHble CeTH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIIOJIM pa0OTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MHILIMAP] YEIOBEK, YTO SIBJISAETCS OJHOM
CeIbMOM BCeX JKUTENeH TuTaHeThl. MHOTHE TOJIb30BaTEM HE MOHUMAIOT, YTO WH(Opmarus,
pa3MeIleHHas UMU B COIMANIbHBIX CETAX, MOXKET ObITh HalJleHa U MCIOJb30BaHa KEM YrOJHO, B
TOM YHCIIe HE 00s3aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX:

1. Orpannup cnucok apys3eil. Y TeOs B JApy3bsX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBoo YacTHYIO Ku3Hb. He yka3biBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYI0 JUYHYIO HWH(GOpMAIMo. 3JI0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh Jaxe
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE MPOBECTHU KAHUKYJIBI;

3. 3amumiail cBOIO penmyTaluio - IepPKU ee B YUCTOTe W 3ajaBaii cebe BOIpoc: XOTen Obl
ThI, YTOOBI APYTUE TOH30BATEIN BUICIH, YTO ThI 3arpykaemb? [logymaii, mpexae 4eM 4To-To
OIMyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHIIB C JHOJBMH, KOTOPBIX HE 3HACIIb, HE MCIOJbB3Yyl CBOE PEANbHOE UMS
U JIpYTYIO JIMYHYIO MH(OPMAITUK: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUeE;

5. U36eraii pazmemenus ¢otorpaduii B IHTEpHETE, I7e Thl H300pakeH Ha MECTHOCTH, TIO
KOTOPOW MO>KHO OIPENETUTH TBOE MECTOIOJIOKEHNUE;

6. IIpu peructpamui B COIMAIBLHON CETH HEOOXOJAMMO HCIIOJIB30BATh CIIOXKHBIC MAPOJIH,
cocroAmIre u3 OykB U U(pP U ¢ KOIUIESCTBOM 3HAKOB HE MEHee §;



7. JAns conuanbHOW CeTH, MOYThl U APYTHUX CAMTOB HEOOXOIUMO HCIOJIB30BATH PAa3HbIC
naposu. Toraa eciu Te0s1 B3110MAlOT, TO 3J0YMBIIUIEHHUKU MOIy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JEHBIH - 3TO OYEeHb YIOOHBIA CHOCOO IUIaTe)KeH, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST MOJIYYUTh 3TH JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCOABHO W HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax 40 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHUPYIOT U O HUX YK€ IMPOIHUCAHO B 3aKOHE, I/I€ UX Pa3ACISIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpPOBOAUTH ONepannu 0e3 WACHTH(PHUKAIWK IMOJIb30BaTesl, a B
HEaHOHMMHBIX MJIeHTH(UKALKS T0Ib30BATENs ABIAETCS 0053aTEIbHOM.

Taxke ciemyer pa3nuyarh 3JCKTPOHHBIE (HUAaTHBIC JIEHBIU (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HE(HUATHBIE IEHBI'H (HE paBHBI TOCYJapCTBEHHBIM BaJIOTaM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBsku Kk cueTy MOOWMIBHBINA TenedoH. ITO camblii YAOOHBIH M OBICTPBIM CHOCOO
BOCCTAaHOBUThH JIOCTYI K cueTy. [IpuBs3aHHBIA TeleOH IOMOXKET, eciu 3a0ynmenib CBOH
TUTATS)KHBIA TTAPOJTb WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Vcnone3yit ogHOpa3zoBbie mapoiu. [locne mepexoa Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
yke He OyIeT yrpoKaTh OMAaCHOCTh KPa)KH WITH TiepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cnoxnbIit mapons. [IpectynmankaM OyIeT HE MPOCTO YraaaTh CIOXKHBIA MapoJib.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEP)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIC W TIPONHCHBIE OYKBBI, MU(PPHI U HECKOJIBKO CHMBOJIOB, TaKMe KaK 3HAaK J0JUIapa,
(yHTa, BOCKIMIaTeNbHBIN 3HaK U T.11. Hanmpumep, $tRONQ!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
DJIeKTPOHHAA MOYTA

DJIEKTpOHHASA MOYTa - 3TO TEXHOJIOTHS M MPEIOCTABIISIEMBIE €0 YCIYTH MO MEPECHUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIICHH, KOTOpBIE pPACIpEACNSIOTCS B KOMIBIOTEPHOH CETH.
OO0BI4HO 3JIEKTPOHHBIN IOYTOBBIHN SIIITAK BBITJISLTUT CIIETYFOIIIIM obOpazoM:
UMs_TIONb30BaTeNA(@UMs_OMeHa. Takke KpoMme Tepeadyd TMpPOCTOrO TEKCTa, HMeEEeTCs
BO3MOKHOCTH TIepe/1aBaTh (hanibl.

OcHOBHBIE COBETHI 110 O6€30MacHoi paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIHA B
pEUTHHTE;

2. He yka3pIBail B NMYHOM moure NU4HyI0 MHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKaNbHBIN (haHaT@" wim "pok2013" BmecTo "Temal3";



3. Mcnonp3yil ABYXATAMHYIO aBTOPU3AIIMI0. JTO KOTJA MOMUMO TapoJisi HY>KHO BBOIHTH
KOJI, IpUChLIaeMbIii 1o SMS;

4. BoiOepu cioxHBIA Taponb. IS KakIOTo IMOYTOBOTO SIIHUKA JOMKEH OBITh CBOM
HaJIC’)KHbI, YCTOWYUBBINA K B3JIOMY MApOJIb;

5. Ecim ecTth BO3MOXKHOCTH HAlMcaTb CaMOMY CBOM JIMYHBIA BOIIPOC, HCIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIUMKOB. IlepBbIii A 4acTHOM HEpEenucKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEps€UIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONB30BaTh IIPU
peructpanuu Ha Gopymax u cailtax;

7. He oTkpbiBail (haiisibl U Ipyrue BIOXKEHHUS B MHCbMaX, AaXKe €CJIM OHU MPUIIUTA OT TBOUX
npy3eit. Jlydie yrodHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. ITocie okoHUYaHMs PabOTHI Ha IMOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIAJKH C CAalTOM
He 3a0y/p HaKaTh Ha "BeriiT".

Ku6epOy/uIMHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuar - npecieoBaHue COOOMICHUSIMH, COJIEPKAIUMHI OCKOPOJICHHUS, arpeccHio,
3allyTHBaHKe; XYJIUTAaHCTBO, COLUAIbHOEC OOMKOTHPOBAHHE C MOMOIIBIO PAa3IHYHBIX HHTCPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60PbOE ¢ KUOEPOYIITMHIOM:

1. He Gpocaiics B 60ii. JIyumuii crmoco0: mocoBETOBATHCS Kak ce0sl BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTUTbCA, TO BHauaje YCHOKOUTbcA. Eciu Thl HayHeNIb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1le OOJIbINe pa30XiKellb KOH(IUKT;

2. Vrpagisii cBoel kubeppenyraruei;

3. AHoOHUMHOCTh B ceTd MHHUMas. CylIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHHMMHBIM AKKayHTOM;

4. He crouT BecTH XyIUTraHCKUI 00pa3 BUPTyasbHOM XKu3HU. VIHTEepHET (uKcupyeT Bce
TBOM JICHCTBUS M COXpAHSET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobnroait CBOIO BUPTYaAJIbHYIO Y€CTh CMOJIOJY;

6. Urnopupyii enuHuuHbIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHHUS JIyYlle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha HauaabHOW CTaauH;

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLMATBHBIX
CETSAX €CTh BO3MOXXHOCTH OJJOKHPOBKU OTIPABKU COOOIIEHUN C OTIPEICTICHHBIX aJpPECOB;

8. Ecmm 1Bl cBugerens kubepOyumHra. TBow [JeHCTBHSA: BBICTYIUTH IPOTUB
npecieoBaTens, MokKa3aTb €My, YTO €ro JACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOJIEPKaTh
KEpPTBY, KOTOPOM HYXKHA TIICUXOJOIHMYECKass IOMOIb, COOOIIMTH B3pOCIHBIM O (aKTe
arpecCUBHOIO MOBEIECHUS B CETH.

MoOnbHbII Tes1e()oH



CoBpemenHble cMapT(OHBI U TUIAHIIETHI COAEPXKAT B ceOe BIIOJIHE B3POCIbIN (PYHKIIMOHA,
U Ternepb OHU MOTYT KOHKYpHUpPOBaTh CO CTALlMOHAPHBIMHM KoMmIbioTepaMu. O/HaKo, CpeicTB
3alUTHI U1 TOJOOHBIX YCTPOMCTB MOKa OY€Hb Mayio. TecTMpoBaHWE U MOUCK YS3BUMOCTEH B
HUX HIPOMCXOJUT HEe Tak MHTeHCUBHO, kak ais I[IK, To xe camoe kacaercst U MOOMJIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHbIC MOOHIIbHBIC Opay3epbl YK€ MPAKTHYECKU JOTHAIM HACTOJbHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIA BIEYeT 3a CO00H OONBIIYI0 CII0KHOCTh UM MEHBIIYIO
3aIIUIIIEHHOCTb.

Jlaneko He BCE MPOU3BOAUTENM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MTaCHOCTH MOOMIIBHOTO TellehoHa:

Hudyero He sBasercs MOo-HaCTOAIIEMY OecIuIaTHBIM. By,HL OCTOPOXKCH, BCIb KOI'Ja Tebe
npeajararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO INIATHBIC YCIIYTU,

Hymaii, mpexae ueM oTnpaButb SMS, ¢oto wnu Buneo. Tel TOUHO 3HACIIb, T/I€ OHU OYAYT
B KOHEYHOM HTOTE?

Heo6x011M0 00HOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1711 MOOHMIIBHBIX TeNIC(OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHU MOI'YT COACPIKATH
BPC€AOHOCHOC IPOTpaMMHOC O6CCHC‘ICHI/IC;

[Tocie Toro kak ThI BBIAACIIL C CaiiTa, TJ€ BBOIWI JIMYHYIO HHGPOPMAIMIO, 3aiiid B
HACTpOKK Opay3epa u yaanu COOKIes;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHC IJIATHLIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPCE,

JlaBail cBoil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEpsICLIb;

Bluetooth momken OBITH BBIKITIOYEH, KOTJIa Thl UM HE MOJb3yemnibcs. He 3a0biBaii mHOTIA
IIPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - 93TO KPAcCOUHbIE, 3aXBaThIBAIOLIUE pa3BJICUYCHUS,
00BEIMHSIONINE COTHHU THICSY YEJIOBEK MO BceMy MHpY. UTrpoku McCaeayroT JaHHBIA UM MHD,
00IIArOTCS APYT C IPYrOM, BBHIMOTHSIOT 33aJaHUs, CPAKAIOTCS ¢ MOHCTPAMU U MOTYYarOT OIBIT.
3a yJOBOJBCTBHE OHH IUIATAT: MOKYMAKOT JHUCK, OIJIAYMBAIOT a0OHEMEHT WM TPUOOPETAroT
KaKHe-TO OIIINM.

Bce stm cpenctBa uayT Ha MONJEpXKAHUE W pPa3BUTHUE WIPHI, a TaKXkKe Ha caMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHUCTEMBl aBTOPHU3AllMH, BBIMYCKAIOTCS HOBBIE MaT4d
(rdpoBBIC 3aTUTATKH JJIS TPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX UTpax CTOMT omacaTtbcs HE CTOJIBKO CBOUX COMEPHUKOB, CKOJIBKO KpPaXKu
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIUU OOJIBIIUHCTBA UTP.



OCHOBHBIC COBETHI 110 0€30ITACHOCTH TBOETO HUI'pOBOr'0 aKKayHTa:

1. Ecnu apyroit urpok BeneT ceds MIOXO WM CO3/1aeT Tede HeMpUATHOCTHU, 3a0J0KUPYH
€ro B CIIUCKE UTPOKOB;

2. HOX(&HYﬁCH AAMUHHUCTpAaTOpaM HMIPbI Ha IIJIOXOC IMOBCACHHUE 3TOr0 UIpoKa, KEJIaTCIbHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3wiBaii inunyro nHpopmaiuio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeoduMaIbHbIE TATYA U MOJIBI;

6. Mcnionp3yii ClI0’KHBIE U pa3Hble 1apoJiy;

7. Jaxe BO BpeMs WUrpbl HE CTOUT OTKJIOYaTh aHTUBHpYyC. [loka Thl urpaemib, TBOMH
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIN Kpaka JUIHbIX JaHHbIX

OObIYHOM Kpakel JeHer M JOKYMEHTOB CEroJHsl YK€ HHUKOIO HE YIUBHUIIb, HO C
pa3BUTHEM HMHTCPHET-TEXHOJIOTHH 3JIOYMBIIIJICHHUKH MEPEMECTHINCh B HWHTEPHET, W
IPOJOJDKAIOT 3aHUMAThCs "I0OUMBIM" JIEJI0M.

Tak mosBUIACH HOBas yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DUIIMHT, TJIaBHAs I(EJIb
KOTOPOT'O COCTOMT B IOJYYEHHH KOH(DUIEHIMAIBHBIX JAHHBIX ITOJH30BATENEH - JIOTMHOB U
naposeii. Ha anrmuiickom s3sike phishing unrtaercs kak ¢umuar (ot fishing - peionas o,
password - mapoJs).

OcHOBHBIE COBETHI 0 O0PHOE € PUIINHTOM:

1. Cneau 3a cBonM akkayHTOM. Ecnu ThI mo103peBaetiib, 4TO TBOSI aHKETa ObLjIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATh €€ U COOOIIUThH aIMUHHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Wcnonw3yit Ge3omacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. I/ICHOHB3yﬁ CJIO)KHBIC U PA3HBIC IIApOJIH. Takum 06pa30M, eciau TeOs B3JIO0MArOT, TO
3JIOYMBINIJICHHUKH ITOJIY4YaT JOCTYII TOJBKO K OJHOMY TBOEMY HpO(l)I/IJ'IIO B C€TH, a HC KO BCEM,

4. Ecnu Tebst B3MoMalu, TO HE0OXOIMMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
00aBJICHBI Y T€0SI B APY3bAX, O TOM, UTO T€OS B3JIOMAIHA M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs ClaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HazaexHsbli napoib (PIN) Ha MOOUIBHBIN TenedoH;
6. OTKIIIOYM cOXpaHeHue mapoiis B Opaysepe;

7. He oTkpbIBaii (aitipl U Ipyrye BIOKEHUS B MUChMaXx, JaKe €CJIU OHU MPHUIILIA OT TBOMX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haliibl.

Hudposas penyranus



Hudposas pemyranus - 3TO HeraTHBHas WIM MO3UTUBHAs WHGOpMalus B ceTu o Telde.
Komnpomerupyromas: nHbopmanus, pa3MelIeHHas B MHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU x)u3HH. "llmdpoBas penyranms" - 3TO TBOH MUMHIK, KOTOPBINA
dopmupyercst u3 unpopmaru o Tede B HHTEpPHETE.

TBoe mecTo KHUTCJILCTBA, yLIe6BI, TBOC (bI/IHaHCOBOG IIOJIOKCHUCE, 0COOEHHOCTH XapaKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue moJIpoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJWKAaIMU JMYHOHW WH(OpManuu B
NHutepHeTe, HE MOHMMAas BO3MOXHBIX MOCHEACTBUM. Thl 1ake HE CMOXEIIb JI0ragaTbCsl O TOM,
yTo pororpadus, pazmerieHHas 5 JeT Ha3al, CTala MPUINHON O0TKa3a MPUHATH TOS Ha padoTy.

KommenTtapuu, pasmemnienne TBoux ¢ororpaduii u Apyriue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X YAaJIuIlb. Thl HE 3Haellb, KTO COXpaHWI 3Ty WH(OpMaIHIO, Iomaia
JM OHAa B IIOMCKOBBIE CHCTEMbl M COXPAaHWIACh JIM OHA, a IJIABHOE: YTO IOAYMAalT O Tede
OKpY’Karollue JIOAMU, KOTOpble HAIyT U yBUAAT 3T0. Haiftu nHpopmainmio MHOTo JIeT CIycTs
CMOJET JII000H - Kak M3 J0OphIX NOOYKIEHHM, TaK U C HAMEPEHUEM IMPUYUHUTH Bpea. DTO
MOYET OBITh KTO YI'OJHO.

OcHOBHBIE COBETHI 110 3alIUTe IHU(PPOBOI peryTaluu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh M IepelnaBaTh y ceOs B Oiore wim B
COIIMATLHOM CETH,

2. B nacrpoiikax npoduis yCTaHOBU OTPaHUYEHHUS Ha MPOCMOTP TBOETO MPO(UIS U €ro
COJIEP’)KUMOT0, cJIeNail ero TOJbKO "1Ist Ipy3en';

3. He pasmemraili u He yka3wiBail MH(OpMAILNIO, KOTOpas MOXKET KOro-TuOO OCKOpOISATH
WA OOMKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE MKOJBHUKHU - aKTUBHBIE MOJb30BaTeNU U(GPOBOTO mpocTpancTra. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXKHOCTSIMU ITUGPOBOrO MUpa Tpedyer
cOOJTI0IeHHSI TIPAaB HA UHTEJUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "HHTeNIEKTyalbHas COOCTBEHHOCTH" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, W 3aKaHuMBasg KHHUramu, QororpadusMu, KuHOPUIBMAMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHME IpaBa - ATO MpaBa Ha WHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHUS
HayKH, IUTEPATYpPbl U UCKyCcCTBA. ABTOPCKHUE ITpaBa BHICTYMAIOT B KaUe€CTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HampacHbIM, JacT €My CIpaBeJIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTarax CBOEro TPynAa, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIIOPTUPOBATH, IYyCKaTb B MPOKAT, MYyOJIUYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHTh B 3pUpe UK pa3meniats B IHTepHeTe.

Hcnons3oBanne "muparckoro” MporpaMMHOTO OOECIEYEHHUsI MOXKET MPUBECTH K MHOTHM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM aKKayHTaMm JI0 OJIOKUPOBKHM TBOETO YCTPOMCTBA, Tie
yCTaHOBJIEHA HellerajbHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JierajibHbIE
U OecrlaTHBIE IPOTPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.



O nopraJjue

CereBu4oK.pp - TBOW TIJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOJXKEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHSITHBIM U JOCTYIHBIM S3BIKOM, & MPU BO3HUKHOBEHUM KPUTHUUYECKOU
cUTyaluu oOpaTHTbCS 3a COBETOM. A TakKe MPUHATH y4acTUE B KOHKYypcax M CTaTh CaMbIM
U(POBBIM TPaKTaHUHOM !



